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when;'were and how did you backup data?

A H
P U ammmrten e P AN s gace I

S S P S

el B s E
e et - o AT AL i —. ¥ rae o e s, 1 T ey
Cautverie acirs

L toia 0 G b TG 13217

=% N\

What has this to do with Information Security?
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How do you react to such an advertisement?
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It is the study of the concepts, techniques,

technical measures and administrative measures
used to protect information assets from deliberate or inadvertent unauthorlzed

W,gmmmcatlon, loss, or use .....
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* DIGCOMP - Digital Competence Framework
(European Commission, 2013)

« Standards for Computer Science
(CSTA, 2011)

* ECDL IT-Security Modul
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A carpenter has never in his live made curved hand rails before,
and he succeded in producing and installing them in a short period of time

IT systemadministrator at school has to be very COMPETENT
always new challenges, new versions, new problems, ...
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) Table 1, “Safety” m the Digtal Competence Framework [4]

. Competence areas Competences Cross-references
* | Safety Protecting devices Browsing, searching, filtering
| within the 5 strands mfm_mauon )
| Information, Solving technical problems
' | Communication, Prqtec‘dng data and Bruwsing, searching, fitering
Content-Creation, | dmtalidentity mfomaton
Managng digital identity
Sa::ety vi Protecting health Interacting throughtechnolog
Problem-Solving. Netiquette
| Protecting the Imovatingand creatively wsing
\ environment technology
S, ~ S

The pronunent and seminal CSTA K-12 Standards for Computer Science can be
regarded as 2 worléwade recognized mutiative to structwe and mplement computer
science at school level serving as gudelines for mfomatics education throughout all
gades mprumary and secondary education. These gudelmes encompass the strands

v Computationa] Thinkmg,
v Computing Practice & Programming
| ¢ Computers and Cormunication Devices,

¢+ Collabpration
\\ @ Gickaland Ehical lacts,
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NEW ECDL

DIGITAL SKILLS TO GET AHEAD

The new ECDL is made up of a range of modules — each module provides a practical programme of up-to-date
skills and knowledge areas, which are validated by a test. New ECDL enables you to develop and ceriify your
computer skills in the subject areas of your choosing and to the level that vou need — either for work, or for
day-to-day life. Through the module combination that you choose, you create your individual ECDL Profile.

The ECDL range of modules is categorised as Base modules, Standard modules and Advanced modules.

BASE MODULES STANDARD MODULES ADVANCED MODULES
= Computer Essentials = Presentafion = Advanced \Word Processing
= Online Essentials = Using Databases

= Word Processing
= Spreadsheets Oniifie Coliaboration
= Image Editing
= Web Editing
= Project Planning

= 20 Computer Aided Desian

= Health Information Systems Usage

One example for thousands

ey

of quizzes on the Internet ...

Table 3, ECDL IT Security Mocul [1] 1

Category Skillset

Security Conceprs MNata Threars, Valie of Informmarion, Personal
Sacurity. Fila Security

MMalwars Defirution and Funchon, I'ypes, PFrotechon

Network Secunty Networks, Network Comnechons, Wireless
Security, Access Control

Secure Web Use Web Browsmg, Scocial Networking, Storage and
Comprczsion

Commurnications E-Mail Instant Messaging

Secure Data Management Secunng and Backing up. Secure Destruction

\ A

On completion of this module the candidate will (must or could be able) to ...

* Understand the key concepts relating to the importance of secure information and
data, physical security, privacy and identity theft

¢ Protect a computer, device, or network from malware and unauthorised access

¢ Understand the types of networks, connection types, and network specific issues,
including firewalls

¢ Browse the World Wide Web; communicate on the Internet securely

* Understand security issues related to communications, including e-mail and instant
messaging

¢ Back up and restore data appropriately and safely; securely dispose of data
and devices
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Dhigital Competences ‘ Informatics Education
at Primarv and Lower Secondarv Level at Uower Secondary Level
Information Technology, Human and Society
Feszponsibility in using IT, Data protection and Data Security
Informatics Systems
Software Apphcations Apphed Informatics
Infonrmatcs Concepts FPractical Infonmatics
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13 out of 72 descriptors refer to security and data protection issues

For example ...
»1 know the risks of communicating with persons who | know over the internet.”
»1 know possibilities to check the protection of my computer and know how to
ask an expert.”

»1 know that there are threads in form of malware when | am exchanging
data and communicating via internet.”

»1 can backup data and know about the risk of loss of data”
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.. How to teach Informatnon,&ﬁpd}ty
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* Appropriately through all age—
' |groups from prinary to
‘ upper secondary education in sone
disciplines
(= sel F-conception ofF conpetence —
solid developnent)

« Social behavior and technical
understanding

Using safety mnechanisns
Knowing and Understanding
Digitization and Terns
ConfFiguring existing software

Broad (WHY AND HOW TO) - Digital
Conpetence
Deep (CONCEPTUAL) — InFormatics
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The digital world and humans as a vulnerable part of it are
not perfect ...

Information Security is ubiquitous ...

everybody is ,,more or less affected”

-> NO school can afford not to deal with this matter
It is a wide field — an UMBRELLA, INTEGRATIVE and SPECIFIC
topic covering many subjects and agegroups,

highly stratified from sociatal to technological aspects

The importance of Information Security Education grows
with more and more complex and connected informatics
systems.
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Unfoftunately there _is'nt'i ,sﬁ/chfkey'

... if you are scary,
please do not watch the following last slide ...

www shutterstock.com - 154560167

The 2000 year bug ... o
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