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Prelude I
when, were and how did you backup your data?

What has this to do with Information Security?

Prelude II
How do you react to such an advertisement?
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Didactics of Didactics of 
Information SecurityInformation Security

as a as a 
Key CompetenceKey Competence

Thomas Schiller, bg-rams.ac.at  / Peter Micheuz, peter.micheuz@gym1.at
BG Ramsauer Linz, / Alpen-Adria Gymnasium Völkermarkt

University Linz / University Klagenfurt 
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Even here, and that is for sure,  
Information is not (always) secure …

Völkermarkt, September 2014

Schoolbuildings

Police Station

http://bg-rams.ac.at
mailto:peter.micheuz@gym1.at
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Outline
• Introduction
• IS and Frameworks
• Implemention
• Discussion

It is all about protecting and preserving
confidentiality, integrity,                            authenticity, availability, and

reliability
(ISO, 2005)

It is the study of the concepts, techniques, 

technical measures and administrative measures 
used to protect information assets from deliberate or inadvertent unauthorized acquisitionunauthorized acquisition, , 
damage, disclosure, manipulation, modification, loss, or use damage, disclosure, manipulation, modification, loss, or use ... ... 

(IBM dictionary, 1994)

Official definitions
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faked digital identity

cybermobbing

offender and victim

encryption and
verification mechanisms

safety = security

data protection

privacy

etc.

Structuring a wide field

Information Security and Frameworks 

(Key) Competence  
Combination of Knowledge, Skills and Attitudes

• DIGCOMP DIGCOMP –– Digital Competence Framework Digital Competence Framework 
(European (European CommissionCommission, 2013), 2013)

•• Standards Standards forfor Computer Science Computer Science 
(CSTA, 2011)(CSTA, 2011)

•• ECDL ITECDL IT--Security ModulSecurity Modul

Theoretical Rationale in Frameworks/Curricula/Syllabi 
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Competence I (at home)

A carpenter has never in his live made curved hand rails before, 
and he succeded in producing and installing them in a short period of time 

Competence II (in school)

IT systemadministrator at school has to be very COMPETENT
always new challenges, new versions, new problems, …   
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within the 5 strands
Information, 
Communication, 
Content-Creation, 

Safety
Problem-Solving. 
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http://www.proprofs.com/quiz-school/story.php?title=security-it-users-mock-1

One example for thousands of quizzes on the Internet … 

On completion of this module the candidate will (must or could be able) to …
• Understand the key concepts relating to the importance of secure information and    

data, physical security, privacy and identity theft
• Protect a computer, device, or network from malware and unauthorised access
• Understand the types of networks, connection types, and network specific issues, 

including firewalls
• Browse the World Wide Web; communicate on the Internet securely
• Understand security issues related to communications, including e-mail and instant   

messaging
• Back up and restore data appropriately and safely; securely dispose of data 

and devices

http://www.proprofs.com/quiz-school/story.php?title=security-it-users-mock-1
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Further (External) Initiatives

Throughout Europe
Saferinternet (A), Klicksave (D), … 
[Saferinternet-Day]

13 out of 72 descriptors refer to security and data protection issues

For example …
„I know the risks of communicating with persons who I know over the internet.“
„I know possibilities to check the protection of my computer and know how to

ask an expert.“
„I know that there are threads in form of malware when I am exchanging

data and communicating via internet.“
„I can backup data and know about the risk of loss of data“

Austrian Framework
7-10y. 11-14y. 15-18y.
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Implementation Strategy
Planing Grid

Learning Tasks

for Lower Secondary Education (KS 3)

WORK IN PROGRESS.
NO EVALUATION SO FAR.

How to teach Information Security
• Appropriately through all age-

groups from primary to
upper secondary education in some

disciplines
(= self-conception of competence -

solid development)

• Social behavior and technical
understanding

• Using safety mechanisms
Knowing and Understanding 

Digitization and Terms 
Configuring existing software

• Broad (WHY AND HOW TO)  - Digital 
Competence 

Deep (CONCEPTUAL) - Informatics
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Conclusion - Discussion
The digital world and humans as a vulnerable part of it are
not perfect … 
Information Security Information Security isis ubiquitousubiquitous … 
everybody is „more or less affected“ 
-> NO school can afford not to deal with this matter

It is a wide field – an UMBRELLA, INTEGRATIVE and SPECIFIC 
topic covering many subjects and agegroups, 
highly stratified from sociatal to technological aspects

The importance of Information Security Education grows
with more and more complex and connected informatics
systems. 
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Unfortunately there is no such key

… … ifif youyou areare scaryscary,,
pleaseplease do not do not watchwatch thethe followingfollowing last last slideslide ……

The 2000 year bug …
http://www.weirdity.com/images/millenium/mil_bug.gif

http://www.weirdity.com/images/millenium/mil_bug.gif

